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Staying Safe Online
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In the first few weeks of term, all students are taught the dangers of being online and the importance of staying
safe while using social media and internet enabled devices.
This topic is introduced using the following video from Teen Voice - Common Sense Education (click the
image to follow the link and watch the video):
Lots of middle schoolers post and share information about themselves – and others – on social media. But in a world
where “oversharing” might seem normal, it’s important to think about our digital footprints -- the things we leave
behind online. In this video, you'll hear what teens have to say about sharing on social media, and you can think
critically about the decisions you're making any time you post something online

After watching this video, students complete a google form to assess their understanding of its content.
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This lesson is taken from our RSHE ‘Staying Safe’ curriculum booklet that we use to deliver
safeguarding knowledge to all students.

Lesson 3: Online Safety (Keeping Safe Online)
1. Across the world, we use communication technology everyday. Mobile phones, computers,
games consoles all provide opportunity for us to connect with a much wider community that in
which we actually live.
2. As we use technology to access the internet for communication, fun, education and in the
world of work. It is important that we know how to ensure we are safe online. It is our human
right to be safe and protected. We must take responsibility for our own safety both in person
and online.
3. The internet can provide a wealth of knowledge at our fingertips. It is an amazing resource if
we use it appropriately. However, there are a number of bad people who do not use the
internet for the right reasons. As a result, there are many risks that we need to be aware of
when using the internet. These include cyber bullying, grooming, phishing, malware and our
own actions haunting us in the future.
4. Cyber bullying is just as bad as any other type of bullying. Cyber bullying is against human
rights set out by the United Nations Convention on the Rights of the Child (1989). Cyber
bullying demonstrates dis-respect. If extensive, it can become a police matter because it
impacts on the safety of the victim. If you ever experience cyber bullying, it is important that
you tell an adult. You can also report cyberbullying on the internet at www.thinkuknow.co.uk
.
Your Head of Year and the school safeguarding team can also help you to ensure you are
safe.
5. Grooming is when someone builds a relationship, trust and emotional connection with a child
or young person so they can manipulate, exploit and abuse them. Children and young people
who are groomed can be sexually abused, exploitedor trafficked.
6. Phishing is the fraudulent attempt to obtain sensitive information or data, such as usernames,
passwords and credit card details, by disguising oneself as a trustworthy entity in an electronic
communication. The act of using someone else's data is called fraud. This is an illegal act.
To help protect yourself, always ensure the sites you are using are genuine sites. Check with
an adult before you apply any information. Never save passwords onto phones or computers.
7. Malware is the collective name for a number of malicious software variants, including viruses,
ransomware and spyware. Shorthand for malicious software, malware typically consists of
code developed by cyberattackers, designed to cause extensive damage to data and systems
or to gain unauthorised access to a network.
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8. A 
digital footprint is the story you leave behind, following your use of anything online. Your
digital footprint impacts on your online reputation. All online usage is recorded in the data. It
cannot be erased or removed. It is important to remember that everything you access or post
online will never disappear. Remember to think before you post something that you might
later regret.
9. Your parents or guardians can help you to be safe online. Good parents / guardians will check
the content that you are viewing online. They will set restrictions on what you can access.
They will set restrictions on how long you can spend on line. They will do this because they
care. They are acting in order to protect you.
10. Here are some tips for keeping yourself safe online:
a. Do not communicate with people that you actually do not know in person. Ensure the
person you are in contact with is a legitimate individual.
b. Do not accept abusive texts, photos or videos. Show them to an adult. Make sure the
person who sent them knows that you are taking action to stop them.
c. Think about the language that is used in texts. If you would not like it said to you, do
not say it to anyone else. Remember, we are Charter. We believe and practice mutual
respect.
d. Do not lend your mobile to anyone unless it is an emergency and the emergency
services need to be called.
e. Never give your private details to anyone on line. Never give your full name, date of
birth, address or telephone number unless you have checked it with a parent or
guardian first.
f. Do not allow someone to trick you into doing something against your wishes or
something that you know you should not do.
g. Remember… nothing using the internet can be destroyed. What you post on social
media sites will always be there. Your emails will always be there. Think before you
post something that you might later regret.
h. Never share where you are going on social media sites. You never know who is
looking at your profile.
i. Never arrange to meet up with someone that you first met online. Although most
people are safe, some are very dangerous.
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j. Block any users who you are unsure about and break off any contact with anyone who
does not treat you with respect.
k. When using chat rooms or social media, never use your real name or a nickname that
reveals your details such as where you live.

Questions
1.
2.
3.
4.
5.
6.
7.
8.

What types of communication technology do you use?
What risks do we need to be aware of when using communicative technology?
What is cyber bullying?
What can you do if you believe you are being cyber bullied?
Explain what grooming is?
What is phishing? How can we protect ourselves?
How can your digital footprint affect you in your future?
How can you protect yourself when using communicative technology?

Answers to these questions are discussed in class with students, and relate directly to the information
above.

Further Links:
Internet matters - for support for parents and carers to keep their children safe online
Net-aware - for support for parents and carers from the NSPCC
Parent info - for support for parents and carers to keep their children safe online
Thinkuknow - for advice from the National Crime Agency to stay safe online
UK Safer Internet Centre - advice for parents and carers
National Online Safety Guidance - tips and advice for students, parents and carers
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https://nationalonlinesafety.com/guides/online-safety-tips-for-children
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https://nationalonlinesafety.com/guides/10-top-tips-remote-learning-for-children
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https://nationalonlinesafety.com/guides/12-smartphone-online-safety-tips

